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Abstract

Mow a day's online shopping has been drastically increased. Consequently fraud related with online shopping also increased, most of online
shopping frauds are conducted by exposure of user bank details to unauthorized person. Major threads of online shopping are phishing, shoulder
surfing. Current system to secure online shopping is simple pattern matching technique, verification of PIN number etc. It is not enough to
prevent the frauds related with online payment. Here we are going to implement a novel approach which includes the techniques related with
visual cryptography, steganography to hide the user’s confidential bank details from the unauthorized person and Formula password technique is
implemented to authonze the customer identity.

KE_\-‘WO]‘dSI phishing, Shoulder surfing, simple pattern matching technique, Visual cryptography, Steganography and formula password
technique.

I. INTRODUCTION

In the competitive faster world people does not have time to go bank and fill challah or to waste the time in other payments in receipts of
money. The banking sector introduced the net banking and online payment for the welfare of people. Even though it has been introduced for
good purpose it is not fully secured for the people who don’t know about the threats in online payment. Electronic Payment via credit card has
brought profound changes in recent times. This system is broadly accepted as its expedient and simpler to use but credit

Card fraud has negative effect on its widespread usage. In budding countries currently there exits less trend of buying things online from
electronic shops, there are numerous reasons for that. One of them 1s the frand associated with online payments, because of this the user don’t
feel relaxed in giving out there information such as credit card numbers and hence avoid purchasing stuff online. A fresh fraud prevention
system is recommended for emergent countries. Our project manages to protect the people from internet frauds. Visual cryptography technique
is used to hide the user’s payment details and the Steganography technique use to avoid the exposure of secret Fin number from the unauthonzed
person. Moreover the use of Formula password technique for verifies the user’s identity.

II. LITERATURE SURVEY

S.K. Mavele et al,. deals with the an e-payment system that permits a consumer to make a payment to an online merchant or a
provider(9] Payment portal, a channel among consumers and payment processors, use numerous security tools to make safe a consumer’s
payment information, customarily card data, throughout an online transaction. However, the security provided by a payment portal cannot
completely guard a consumer’s payment information when a merchant is as well allowed to achieve the expense information in exact form.
Morcover, not every merchant provide a secure payment environment to their consumers and, in spite of having a typical payment arrangement,
adhere to it. Consequently, this exposes a consumer’s recompense information to threat of being compromise or tainted by merchants or stolen
by hackers and spammers. In this paper we propose a new approach for online business in which a consumer’s expense information is minimized
to that is only required for transfer of finances. A consumer sends his payment information straightforwardly to a payment portal and that
payment portal, upon verifying the consumer payment information, allows or approves the transaction and sends a payment delivery to the
proper merchant. We employ the text steganography and visual cryptography to firmly transfer funds to a merchant and guard a consumer’s
payment data from any Intemnet susceptibilities.

Lokeswan Reddy et al, Deals with the hasty growth in the E - Commerce market and its business related threats [4]. With ever
increasing popularity of e-Shopping, Debit/Credit card fraud and individual information security are major concerns for clients, Merchandiser
and reservoir financial mstitution specifically in the case of CNP (Card Mot Present). It presents a new approach for providing restricted
information that is needed for fund transfer dunng online shopping thereby protecting customer data and escalating customer self-assurance and
preventing identity stealing. This method uses combined relevance of Steganography and visual cryptography for this purpose.

Mikita Mane et al,. Deals with today’s world developing technology and a most recent manner of shopping through online website,
use of credit card has improved day by day [1]. Since the credit card is more level to fraud than debit card avoidance of fraud is an important
part. This paper will thrash out about our advance in credit card fraud exposurc and its prevention using perceptron guidance algorithm as
detection algonthm and one time password as the avoidance of such fraud.
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